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Introduction

Kirk Lonbom Chief Information Security Officer
State of Illinois

= Responsible for information and cyber security for entities
operating under the Governor

64 Agencies, Boards and Commissions
50,000 state employees
Compliance areas including FISMA, HIPAA, PCI, CJIS, more



Our Charge

WHEREAS, these thousands of systems are vulnerable to cyberattack, placing private information about State employees and
their dependents, consumers of State services, taxpayers, and the residents and businesses of Illinois at risk to hackers,
terrorists, and criminals; and

Bty saueta, e

EXECUTIVE ORDER 2016-01

EXECUTIVE ORDER CONSOLIDATING
MULTIPLE INFORMATION TECHNOLOGY FUNCTIONS INTO A SINGLE
DEPARTMENT OF INNOVATION AND TECHNOLOGY

WHEREAS, zlthough the State of Illinois devotes significant resources to its information technology systems - ranking Illinois
among the top five states nationally by technology expenditures - the State is considered among the bottom guartile of states
naticnally in digitization and other metrics of technological advancement; and

WHEREAS, much of the State's technology spending is wasted; most agencies are responsible for managing their own
technologies and technology persennel, resulting in thousands of redundant and noen-interoperable systems; and the State
continues to use outdated systems (in some cases, dating to 1574) that are more costly to maintain; and

WHEREAS, these thousands of systems are vulnerable to cyberattack, placing private information about State employees and
their dependents, consumers of State services, taxpayers, and the residents and businesses of Illineis at nsk to hackers,
terrorists, and criminals; and

WHEREAS, the State previously recognized and attempted toe confront this problem: in 2003, the General Assembly authorized
the Department of Central Management Services ("CMS") to direct the transfer and centralization of information technology
functions from State agencies under the jurisdiction of the Governor to CMS; and

WHEREAS, under that authority, CM5 consolidated some, but not all, information technology functions into its Bureau of
Communications and Computer Services, but the results have been disappointing: many agencies continue to maintain their own
infrastructure; almost all agencies continue to support their own software and application development; more than 70% of
technoloav spendina remains outside of CMS: and acencies in aoareaate emolov twice as manv information technoloav personnel

DoIT shall develop and implement data security and intercperability policies and procedures that ensure the security and
interoperability of State data, including in particular data that are confidential, sensitive, or protected from disclosure by privacy
or other laws, while recognizing and balancing the need for collaboration and public transparency. DolT shall ensure compliance
with applicable federal and State laws pertaining to information technology, data, and records of DoIT and the client agencies,
including without limitaticn the Freedom of Information Act (5 ILCS 140/1 et seq.), the State Records Act (5 ILCS 160/1 et seq.),
the Perscnal Information Protection Act (815 ILCS 530/1 et seq.), the federal Health Insurance Portability and Accountability Act
(HIPAA), the federal Health Information Technology for Economic and Clinical Health Act (HITECH Act), and the federal Gramm-

Leach-Bliley Act.

the Constitution of the State of Illincis, do hereby order as follows:
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Our Charge

[ have prioritized cybersecurity as a key issue
and have directed that a robust and effective
cybersecurity strategy be developed.
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cybersecurity strategy be developed.

Our vision for a more compassionate
and competitive [llinois must be supported
by an effective, comprehensive and protective

cybersecurity strategy.




Our Charge

OFFICE OF THE GOVERNOR I have prioritized cybersecurity as a key issue

N and have directed that a robust and effective
e cybersecurity strategy be developed.

Manh 17,201
Our vision for a more compassionate
et oo e et B (6 et and competitive Illinois must be supported
— ' e by an effective, comprehensive and protective
cybersecurity strategy.

This strategy must include partnerships with all
levels of government and key critical infrastructure
private sector partners.

.:Ecul ity Officer as the leader of the [linois Palicy Academy on State
lowring individuals to the team wha will ensare a successful

'T:la.:ior. T|'.L::Znsti:Jte a.r::' ?:in:pal:n'.'estiﬁtor. Critical [nfrasmructure
Resilience Instinize, © y) ois
urity challenges faced by the stanes are nt. Howrever, 1 am convineed thats the support of the National Sl]‘lcel'el
tion and other key parmers, Hlina take significant steps and greatly enhance the cybersee posture afthe yl‘
alsa serve as a catalyst for econamic growth,

[fyow have any questions or require further information, please den't hesitate to contact me.

Sincerely

ﬂa«—/ﬁ-«— Governor Bruce Rauner

Governor Bruce Rauner




What is the current situation?
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What is the current situation?

Critical life, health and safety
systems must be available

= Public Safety
= Crucial Services to Citizens

The State holds billions of
confidential records

= PII

= PHI

= Intelligence

= Other Confidential

Information integrity must be
maintained

We must be able to withstand
and recover.



Our Challenge

Informiation Tec

Apgency Support

e
N Groupings

Familas, Children, Clderiy
snd ¥eSrans

Goeamean | ard Fublic
Emnplorrees

Buaineas snd Wortliorce

Matorml snd Cufurel Aecscuroes

Wrlnrars” &Mairs

Posar Agency

Caurcil on Darcelommenial
Jisakdlfidaa

Educaion Labor
Helabtons Board

Ciwll Sarvics
Cormisslon

Cusrdiarship & Advooecy

Irdemandant Tac
Trizursd

Eawoedww Ethics
Cormisslon

Yiorhers Com pen saSorn

Commarze Comesissbkon

Comprehensiee Health
Irsuraron Fan

Baoard

En ey Hem Ina@ecion Frocuremiend
General 0o Policy Board
el IeformaSor Cechangs
Firanca S pthoriby - I- ::
D snd Hard of Faaring
Lmtor [Balabors Frooerty Tax

Appasl Soard

Housing Darealoarent

Hu oty

In s b | (Soars

Sivie FaSrermnl
Tyuimma

Criminal Jea@ca
HuBihy

Law Erforoarsani
Traning ard
Shareder3s

Public Safeby Thudaris T ranszoriaion
Chidren ard Femily Serdoas Cazltal Daresloprrent Board = on .‘Idrlih' Enwirommeanisl Profecton Cormecona AE:’:;:_'
= T Tranasoriation
Em E
e — Casfrul Mensgemank ::“:"": T —— Emmrgency
Services Nansgemant Boars of
Edecabion Toll High ey
HFeaFfhoere ard Family Carirg Boars Firardsl ard Agriculure | Aurbarity
Barvicas “ Profeasiosal Reguiaion Siste Folice
Coommunfyp
Hisloric Presarvabor .
T — e | WiFary &Msin | Eoard
Jdrvarila JeaSca Hemar Righis
Liguer Controd Commission hrin Cosncil e e ek
Insurancw Board L:‘Hf"ﬂ'
Fubdic Haslth .
LSy ) sl Pollefon Conbrol Board | B —— |
Eping
Farcarmm




Security iIs an Executive
Level Matter
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RIS i1s an Executive Level
Matter




FISK is an Executive Level
Matter

RISK ACCEPTANCE
IS A BUSINESS
DECISION TO BE
MADE AT THE
EXECUTIVE LEVEL
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What DO we care about?

@ State Business Risk

= Life, Health and Safety

= Delivering Services to our
Citizens

= Delivering Services to our
Employees
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= Privacy &
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Identify Theft
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What DO we care about?

= State Business Risk = Financial Risk
= Life, Health and Safety = Lost Revenue
= Delivering Services to our » Breach Costs
Citizens = Fraud and Theft
= Delivering Services to our
Employees
= Privacy & = Reputational/Political
Confidentiality Risk Risk
= Personal Information - = Elected Officials
Identify Theft = Agency Directors

» Confidential Information » Program Managers



= Information Security

Protect information from
unauthorized disclosure

Ensure information is
trustworthy

Guarantee reliable access to
mission critical information

Goals

= Cyber-Resiliency

= Ability to anticipate,
withstand and recover from
adverse cyber-events.

= Evolve and improve in pace
with the ever-changing cyber
landscape.




2016 Data
Breach
Investigations
Report

89% of breaches had a
financial or espionage motive.



Primary Causes of Data Breaches

Data Breach Causes

Data Breach Causes,
System Problems -
Both IT and
Business Process
Failures, 27%

Data Breach Causes,
Malicious or
Criminal Attack,
50%

Data Breach Causes, \
Negligent
Employees, 23%




Breach Costs Are Rising




Health

Life science
Finamcial
Transporiation
Energy
Communications.
Sernvices
Education
Conmsumer
Retail
Technology
Industrial
Media
Research
Hospitality

Public

(From IBM-Ponemon Study)

Breach Costs- Per Record

02

3301

W

F264

3247

246

W

2226

220

3218

I

oo

Fles

H

F186

3

H

5172

|

5148

I

&
a

*

50

F100 150 200 F250

B Per capita cost by industry

3300

5250

F400

3450



Health

Life science
Finamcial
Transporiation
Energy
Communications.
Sernvices
Education
Conmsumer
Retail
Technology
Industrial
Media
Research
Hospitality

Public

(From IBM-Ponemon Study)

Breach Costs- Per Record

02

3301

W

F264

3247

246

W

2226

220

3218

I

oo

Fles

H

F186

|

I

SB6

50

F100 150 200 F250

B Per capita cost by industry

3300

5250

F400

3450



Breach Costs- Per Record

(From I1BM-Ponemon Study)
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What are WE seeing?

Daily Phishing, Brute Force, Calls, SQLi
Ransomware

DDos Attacks - States and Law Enforcement
Insider Concerns

Indications of Increased Nation State Activity



What are WE seeing?

|_t Search CNN ...
w po I |CS Election 2016 MNation Warld Cur Team

Officials: Hackers breach election
systems in IIIinois, Arizona
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Speed Matters!

The longer it takes to detect, the
more it costs.

70% of attackers move from the
initial victim to a secondary target
within 24 hours.

An attacker is in your environment
for over 200 days before detection

Victims MUST report incidents
quickly!




What Can Help?
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How is it happening?

We DO know what we DO know: «nown software

vulnerabilities)

Phishing is still the biggest sport s easy)

63% of breaches involved weak, default or stolen
paSSWOIdS (we just don’t get it - Multi-factor!)

Social Unrest = Increased Attacks

Web Applications have weaknesses (many easy to fix -
just find them!)

We all make mistakes. (human errors cost us)



Letter to All Directors
September 16, 2016

BRUCE RAUNER

Covernos

To: Agency Directors Fepordng to the Governor

From: dik Bhatt, Secre iznate, Deparment of Immovation & Teckmology

Re:

Diate:

board

sult in perhaps the most

Governor Rauner has prioritized
cybersecurity as a priority issue

Spoke of the ongoing cyber threat
that faces the State

Referenced recent breach at a
State of Illinois agency

Has charged DolT with oversight
and direction of cybersecurity
matters for all agencies under the
Governor

Requested support from the
Directors in completing
comprehensive cybersecurity
assessments across all agencies

32



Information Security
Assessments




Information Security
Assessments

Assessment Planning

* Primary Contacts
e Communications Plan

*High Level Schedule
* Data Request Management




Information Security
Assessments
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Assessment Planning Assessment Discovery

* Primary Contacts * Information Gathering

* Communications Plan * Policy Review
* High Level Schedule * Security Roles Identification
* Data Request Management




Information Security
Assessments
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Assessment Assessment
Planning Discovery

* Primary Contacts * Information Gathering
* Communications Plan * Policy Review

* High Level Schedule *Security Roles

* Data Request Identification
Management




Assessment
Planning

* Primary Contacts

* Communications
Plan

* High Level
Schedule

* Data Request
Management

Information Security
Assessments

Assessment
Discovery

¢ Information

Gathering
* Policy Review .
* Security Roles

Identification




Assessment
Planning

*Primary Contacts

e Communications
Plan

*High Level Schedule

*Data Request
Management

Information Security
Assessments

Assessment
Discovery

e Information
Gathering

*Policy Review .
*Security Roles

Identification

Business
Impact
Analyses

*Identify Resiliency
Requirements

*Identify Incident
Response
Requirements

*Identify Compliance
Requirements




Assessment

Planning

*Primary Contacts

*Communications
Plan

*High Level
Schedule

*Data Request
Management

Information Security

Assessments

Assessment
Discovery

¢ Information
Gathering

*Policy Review

*Security Roles
Identification

Business
Impact
Analyses

*Identify Resiliency
Requirements

*Identify Incident
Response
Requirements

*Identify
Compliance
Requirements

Infrastructure
Identification
and

Classification

*Network Device
Discovery

*]oT Devices

*Remote Access
(employess,
contractors,
vendors)




Assessment
Planning

¢ Primary Contacts

* Communications
Plan

* High Level Schedule
* Data Request
Management

Assessment
Discovery

* Information
Gathering

Business Impact
Analyses

* Identify Resiliency
Requirement:

* Identify Incident
Response
Requirements

¢ Identify Compliance
Requirements

Information Security
Assessments

Infrastructure
Identification
and
Classification

* Netwo
Discov

contractors, vendors)

Critical Data
Protection

¢ Identify Data Sharing
Agreements

* Classify Data

* Apply Security
Protections

* Establish Data
Monitoring




Information Security
Assessments

Reduced
Vulnerabilities

Assessment Assessment Vulnerability Business Impact Infrastructure Critical Data
Planning Discovery Scanning Analyses Identification Protection
* Primary Contacts ¢ Information * Address High Risks * Identify Resiliency and . ¢ Identify Data Sharing
« Communications Gathering Immediately Requirement: Classification Agreements

Plan i siew * Remediation Plans * Identify Incident « Netwo * Classify Data

* High Level Schedule curity Roles * Risk Acceptance - Response Discovi * Apply Security

* Data Request Directors RPL]Ui"e"le“fS : « ToT Devices Protections
Management * Commence Initial * Identify Compliance * Establish Data

Monitoring Requirements (Eoess Monitoring

contra , vendors)




Information Security
Assessments

Reduced
Vulnerabilities

Assessment
Planning
¢ Primary Contacts

* Communications
Plan

* High Level Schedule
* Data Request
Management

Assessment
Discovery

* Information
Gathering

Vulnerability
Scanning
¢ Address High Risks
Immediately
* Remediation Plans
* Risk Acceptance -
Directors

* Commence Initial
Monitoring

Risk Assessment

* ID/Verify
Applications and
Data

* Identify Cloud Usage

* Security Controls
Review

* Risk Rating

Better

Security
Controls
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Requirements
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Response
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(employess,
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Information Security
Assessments

Disaster
Recovery
and
Resiliency

Reduced Risk Plans

Reduced
Vulnerabilities

Assessment
Planning
¢ Primary Contacts

. Commum(atlons
Plan

* High Level Schedule
* Data Request
Management

Assessment
Discovery
* Information
Gathering
* Policy Review
ty Roles
fication

Vulnerability
Scanning

¢ Address High Risks
Immediately

* Remediation Plans

* Risk Acceptance -
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Applications and
Data

* Identify Cloud Usage

* Security Controls
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Security
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Business Impact
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* Identify Resiliency
Requirements

* Identify Incident
Response
Requirements

¢ Identify Compliance
Requirements

Infrastructure
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* Network Device
Discovery
¢ IoT Devices
* Remote Access
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Critical Data
Protection
¢ Identify Data Sharing
Agreements
* Classify Data
* Apply Security
Protections

* Establish Data
Monitoring




Information Security
Assessments

Disaster
Recovery
and

Resiliency
Reduced Risk Plans

Reduced
Vulnerabilities

Assessment
Planning
¢ Primary Contacts

* Communications
Plan

* High Level Schedule
* Data Request
Management

Assessment
Discovery
* Information
Gather
* Policy Review

Vulnerability
Scanning
¢ Address High Risks
Immediately
* Remediation Plans

* Risk Acceptance -
Directors

* Commence Initial
Monitoring

Risk Assessment Business Impact

* ID/Verify
Applications and
Data

* Identify Cloud Usage

* Security Controls
Review

* Risk Rating

Analyses

* Identify Resiliency
Requirements

* Identify Incident
Response
Requirements

¢ Identify Compliance
Requirements

Infrastructure
Identification
and
Classification
* Network Device
Discovery
 [oT Devices

* Remote Access
(employess,

Critical Data
Protection

¢ Identify Data Sharing
Agreements

* Classify Data

* Apply Security
Protections

* Establish Data
Monitoring

contractors, vendors)

Better Data
Security
Controls

and System
Protections



Information Security
Assessments

Risk Assessment

* ID/Verity Applications and
Data

* [dentify Cloud Usage

* Security Controls Review
* Risk Rating




Vision Statement - A secure and resilient cybersecurity environment which facilitates and protects the business of the state of lllinoig, reduces rizk and
protects privacy, while promoting innovation, economic growth and transparency.

State of Cybersecurity in 2015

Top Characteristics of the Initial State

Lack of measurabie cutcomes 35 applcable o cyber
security which dispiay value b stakenoiders.

Incongistent executive support regarding the

prioritization of cyber securty. Lack of spaciic
authority and processss to dinect resgurncas to

adaress critical securtty cantrals at state agencles.
Competing priories between Gecurity and busingss
FESOUMTES. Lack of wide understanding of the
criticallty of enterprise information securty.

L3ck of 3 camprehensive sacurlty awareness
FrOgram.

Cybersecurity efforts and ieams are decentrallzed
and 3ck commin standards and direction.

Lack of unianmiky on how securlty standards are
applled. Lack of Implementation of critical securtty
controés and lack of conglstent Inventary practices for
Cyber-365&1E ACI06E Stale agencies.

Inconslstent pﬁ.DIEEE and H]]HIIE #CTo5E enfihes In
Isenieying that an aftack or Incident |5 taking place or
has taken place.

Cyberisk Information ks nof conslstently shaned
acnass e state 3z an enterprise.

Lack of 3 stabewlde cyber respanse plan as part of
e Ilingls Emergency Response Pian

Abgence of conslstent ek management practices
aCross siate agencles. Securty reks are efher nat
kniowm or not addresssd.

Lack of standardized cybersecurly polkies across Me
state.

Lack of suMficient cybersecunty Expertise.

Key Initiatives

Cyberzacurnity awareness training for all statz employess

Campaign to involve the Governaor's Cabinet in cybersecurity oversight
Cybersacunity Strategic Plan which identifies funding and stafing needs.
Cybersacurnity Governance and Authority structure for the state of llinois

Sirateqy for the adoption of 2 common cybersecurity framewark

Proactive threat detection training and technokegy sharing and innovation
Cybersacurity information sharing inffiative (builds on STIC, MEHSAC, FEI)

Cyber Disruption Strategy integrated into the State Emergency Ciperations Plan
Risk Manapement framework guidelines, policies and training for 3l state agencies

WModel cybersecunty policies deployment cross all state apencies
llingis Cybersecurty Workforee Development Flan

Top Underlying Beliefs and Assumptions
Efforts 1o Improve cybersecurty must property refiect e bordieress, Imerconnected, and glabal

nature of ioday's cyber nvironment.

EMorts 10 Improve cybersecurty must be Dased on ek Managemant.

Efforts 10 IMprove cybersecurty must focus on awarensss

Cybersacurtty eforts must be abie to adapt rapidy to emerging Sreats, technaiogles, and

business modeE.

Efforts 1o Improve cybersecurity must leverage pubilc-private parnerzhips @nd bulld upon existing
commiments

Initiattees and resource

Efforts 0 Improve cybersecurity must more diecty focus on bad actors and thelr thrests.
SuMcient funding and resources will b2 provided to further the averal trategy.

Al agencies wil parfiipate toward the success of the cybersanurty Sategy.

State of Cybersecurity in 2016

Top Characteristics of the End State

Ilincés’ cybersecurky Grategias and programs are
continually algned with the business strategies of
incés agencies, bards and comemiselons a5 wel
2= the EI'IIIEI'|]'I"FEE- 35 whidle

Cybersacurity programs and Intiates ans
developed based an 3 saund and consksient Rlsk
Management Process across 2l state agencles.

A culbure of cyber-ik awareness at all levels of
EEtEgEI'I.'HTﬂIEI'It has been created and |
continually enhancd.

llinpés utlizes 3 comimaon frameywon for
cybersecunty acnoss @l state Agencies.

nois has developed and maintains 3 proactive
approach fo thieat and atiack defection and

rapidly and effectively responds fo miligate the
threats and reduce the Impact i the Gtate.

Cybersecurtty planning Is pravaient during i
phazes of e solution development

Emenging information Gecurtty Mreats and
vuinzrablities are appropriately shared acrss
lllingés agencles, boards and commiselons In 3
rellabie and imely manner.

Inois’ respanse 10 3 slgnificant cyber disruption i
Tuly defined, exercised and eMective. Cyber

respanse [ govemned by the Cybersecurtty
Response Annex n te IIincls Emergency
Operations Plan,

Effective and conglstent cybarsecurty polcies are
In place across & stabe agencles.

inois’ cybersecuriy workdaree Is wel-rained and
continually devekpad.

Statement of Risk - The lack of a comprehensive and consistent approach to cybersecurity strategy across the state poses an immediate threat to the
State of lllinois and places the confidentiality, integrity and availability of critical information in jeopardy and poses risks to privacy assurances our

citizens expect and deserve.




Vizion Statement - A secure and rezilient cybersecurity environment which facilitates and protects the business of the state of lllinois, reduces risk and

protects privacy, while promoting innovation, economic growth and transparency.

Top Characteristics of the Initial State

State of Cybersecurity in 2015 o
Key Initiatives
Cybersecurity awareness training for all statz employess

Lack of measurable cutcomes a5 applcable o cyber

securlty which disglay value b stakenciders. Campaign te invohve the Governor's Cabinet in cybersecurity oversight

InconglEtent Exscutve SLppart regarng the Cybersacurity Stratemc Plan which ideniifies funding and stafing needs.
priceitizztion of cyber securtty. Lack of 5peciic : : _—
T e e e Cybersacurity Govenance and Authaority structure for the state of lllinois

ddress critical s2curty cantrals &t state agencles. Sirategy for the adoption of 3 common cybersecurity framewark
Competing priorties bebween sesurtty and business _ . , : _
rezoUrces. Lack of wide understanding of the Froactive threst detection training and fechnolkegy sharing and innovation

crfticaltty of enterprise information securty.

I me i
0 - e s
—= «  Cybersecurity programs and |n|t|at|ves are g
cont 2 developed based on a sound and consistent Risk e
o Management Process across all state agencies. armg
. SRR

Efforts 10 Improve cybersecurty must be based on ek menagement.
Cyberisk Information ks not conslstently shared

BCnasE e state 3z an E'TtEI'pI‘EE E"I'I'I:-I151I}II'I"|:1"I:I'.I'E I:“-jltlEI'EE-BI.II‘Ith UGt focis on awarensss

Lack of 3 statewlle cyter respanse plan as part of sbersacurity eforts must be able to adapt rapidy to emerging freats, techrologies, and

e lIinols EI'I"I!I'gEﬂ[:jI' HEEFI:IHEE Pian E&Emﬁ n'nlflllﬁals, EII e tg

Abgence of conslstent ek managemsnt practices Efforts 1o Improve cybersecurity must leverage pubilc-private partnerships and bulkd upon existn
acrosE state agencles. Sacurty rsks are efther pat Inftiathves ;Trmn?m mﬂﬁmﬂm e pu a F - :
KMowT oF not addressad.

Lack ar stangardized cybersecurdy palkies scrosg e e 10 ITEDVE Cfbessecuty must miore drectly focus on ad achre &nd thel reats,

Elate.

Suficlent funding and resources will b2 provided to further the averal sirategy.

Lack af suficlent cybersecurty experise. A4l agencies wil parficipabe toward the success of the cybersacurty rategy.

State of Cybersecurity in 2016

Top Characteristics of the End State

linci’ eybersecurky Grategles and programs are
continually aligned with the business strategies of
Illlmh agerﬂas boards and commisslons a5 well

Cyberscurity programs and Intiates ans
developed based on a saund and conskient Risk
Management Pracess across all state agencies.

vuinzrablities are approgriately shared acrss
Ilincls agancies, boards and commissions In 3
rellabie and timely manner.

llinois’ respanse 1o 3 signifcant cyber disnuption ks
fully defined, exercised and effective. Cyber
r2epanss ls govemed by the Cybersscurlly
Response Anngx In e (Iingls Emergency
Operations Plan,

Effecilve and conglstent cybersacurty polcles are
In place across & state agencies.

lIlnole’ cybersecuriy worklores I welkrained and
continually develapad.

Statement of Risk - The lack of a comprehensive and consistent approach to cybersecurity strategy across the state poses an immediate threat to the
State of lllinoiz and places the confidentiality, integrity and availability of critical information in jeopardy and poses risks to privacy assurances our

citizens expect and deserve.
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Illinois Department of Innovation & Technology - Risk Assessment Framework

Improved standardization across agencies, clusters, committees, and departments

More robust and resilient risk management practices

o _

Governance Organization Data Privacy & Protection Asset Management Security Operations IT Risk Strategy
Core
domains
Vulnerability Management Identity Access Training & Awareness IT Risk Assessment Wonitoring, Com III"II.IIIII:ﬂtIﬂI'I
Management & Reporting
|
Governance & Oversight Management Processes & Control Culture & People Monitoring, Communication &
The organizational structure, Activities Appropriate training and awarenass ta ~ Reporting
committees, policies, roles and Processes and controls to manage IT promote an understanding and further Ongaing r{mmtc-n_ng, Communication
Operating | responsibilities for IT risk management risks across the organization the objectives of the IT risk and reporting of risk and performance
model management program of controls across the organization
components




Illinois Department of Innovation & Technology
Risk Assessment Framework

V
4
1
I
7
7

3

e NIST-based model
* Includes robust Threat Analysis (TARA-based - Mitre)

* Lean implementation to make success more likely

* As automated as possible (Risk Management Workbook)

* Roles, Responsibilities and efforts aligned with the
organization -Agencies/clusters
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Illinois Department of Innovation & Technology
Risk Assessment Framework
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State of lllinois (Department of Innovation & Technology)
Information Security Organization Risk Assessment Framework: Self-Assessment Tool

Document Overview
This information security self-aszeszment tool provides an information security risk. assessment framework, for the State of llinois [OolT) by
integrating control requirements and guideline=s from Mational Institute of Standards and Technology [(MIST] 200-53 FRew. 4.

Table of Contents

1. Bizk Azzessment Framew ork Overview

2. Roles & Responsibilities [Phase Approvals]
3. Information Security Damains

4. Infarmation Security Control Matris

5. Risk Daskboard

5. Data Summary

T.1Governance COrganization

T.21T Rizk Stratequ

T.31T Rizk Management

7.4 Azzet Management

7.5 0ata Pratection & Privacy

7.6 Security Operations

.7 Yulnerability Management

7.8 ldentity Access Management

T.3 Training & Awareness

.10 Manitaring, Communication & Feparting
8. Reference

3. Mew Sustem Aszeszment

10, MIST 200-53 Hewd Control List

¥ersion Updated by Date modified Change description
10 100212016 Initial draft

All Rights Reserved
This tool is inkended solely For the use of the State of lllinois and is not intended to be and should not be used by any ather person or entity. Content
may niok be reproduced, altered, or transferred in any form or by any means, except with the prior writken permission of OolT).




Illinois Department of Innovation & Technology
Risk Assessment Framework

Information Security Component Domains | Sub-Domains
Governance & Oversight
Management Processes & Controls

Culture & People

Monitoring, Communications and Reporting

75 Specific Risk Statements

(each with multiple guidelines)

53
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Security incidents are not managed with a consistent and
effective approach.

Risk Assessment Framework

Incident Response Plans are tested periodically. These
tests are documented.

IR-3 The organization:

1. Tests the incident response capability for the information system [Assignment: organization-defined
frequency] using [Assignment: organization-defined tests] to determine the incident response
effectiveness and documents the results.

G2

Security incidents are not managed with a consistent and
effective approach.

The organization has a rabust Incident Response Program
thatincludes contingencies and the adjustment ofthe plan
based on experience.

|R-4 The organization:

1. Implements an incident handling capability for security incidents that includes preparation, detection
and analysis, containment, eradication, and recovery;

2. Coordinates incident handling activities with contingency planning activities; and

3. Incorporates lessons learmed from ongoing incident handling activities into incident response
procedures, training, and testinglexercises, and implements the resulting changes accordingly.

G3

Lack of a Security Incident Response Program may result
in improper identification and handling of security events.

Information security incidents are tracked and documented.

IR-5 The organization:
1. Tracks and documents information system security incidents.



Illinois Department of Innovation & Technology
Risk Assessment Framework

Little or no application across the  Ad-hoc process; not formally

Little to no protection organization documented

No significant protection Some application in selected Repeatable process; not formally

areas across the organization documented
Meaningful protection with little to no consistency in Application in critical areas Standard repeatable process;
enforcement across the organization formally documented

Managed process with defined
metrics driving toward control
objectives

Application in most areas across

Strong protection with consistent in enforcement .
the organization

Application in all possible areas Optimized process; continuously

Maximum protection and consistent enforcement L ) . . :
across the organization improving; automated if possible



State of lllinois (DolT)

Information Security organization Risk Assessment Framework: Self-Assessment Tool

Risk Dashboard

B Maturity g3 Gap B Likelihood g1 Impact gg Criticality g3
3 |IT Risk Assessment 2.0 3.0 6.0 18.0
1 |Governance Organization 2.7 2.3 7.5 17.3
7 |Vulnerability Management 25 25 6.4 USLT
2 |IT Risk Strategy 3.1 1.9 7.0 13.0
4 |Asset Management 3.3 1.7 7.9 12.4
10 |Monitoring, Communication & Reporting 3.1 1.9 2.0 2.7 53 10.6
5 |Data Privacy & Protection 3.0 2.0 4.1 9.1
8 |ldentity Access Management 3.0 2.0 3.6 7.4
9 |Training & Awareness 2.8 2.2 3.0 6.5
6 |Security Operations 3.8 1.2 5.0 4.9
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State of lllinois (DolT)

Information Security organization Risk Assessment Framework: Self-Assessment Tool

Risk Dashboard

B Maturity g3 Gap B Likelihood g1 Impact gg Criticality g3
3 |IT Risk Assessment 2.0 3.0 6.0 18.0
1 |Governance Organization 2.7 2.3 7.5 17.3
7 |Vulnerability Management 25 25 6.4 USLT
2 |IT Risk Strategy 3.1 1.9 7.0 13.0
4 |Asset Management 3.3 1.7 7.9 12.4
10 |Monitoring, Communication & Reporting 3.1 1.9 2.0 2.7 53 10.6
5 |Data Privacy & Protection 3.0 2.0 4.1 9.1
8 |ldentity Access Management 3.0 2.0 3.6 7.4
9 |Training & Awareness 2.8 2.2 3.0 6.5
6 |Security Operations 3.8 1.2 5.0 4.9
Risk Heat Map
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IR-8 The organization:

Develops an incident response plan that:
- Provides the organization with a roadmap for implementing its incident response capability;

- Describes the structure and organization of the incident response capability;

- Provides a high-level approach for how the incident response capability fits into the overall organization;

- Meets the unique requirements of the organization, which relate to mission, size, structure, and functions;
- Defines reportable incidents;

- Provides metrics for measuring the incident response capability within the organization;

- Defines the resources and management support needed to effectively maintain and mature an incident response
capability; and

- Is reviewed and approved by the appropriate authority;
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Vision Statement - A secure and resilient cybersecurity environment which facilitates and protects the business of the state of lllinoig, reduces rizk and
protects privacy, while promoting innovation, economic growth and transparency.

State of Cybersecurity in 2015

Top Characteristics of the Initial State

Lack of measurabie cutcomes 35 applcable o cyber
security which dispiay value b stakenoiders.

Incongistent executive support regarding the

prioritization of cyber securty. Lack of spaciic
authority and processss to dinect resgurncas to

address critical securtty cantrals at etate agencles.

Competing priorties bebwaen Gecurty and business
resnurces. Lack of wide understanding of the

criticalfty of enterprise information Eecurty.
Lack of 3 comprenenshve sacurty awareness
program.

Cybersecurity efforts and ieams are decentrallzed
and |ack commian standards and direction.

Lack of unBormiy on hnw serarify standards 2r
appled. Lack of Imple

e maoman © A culture of cyber risk awareness at all levels of
state government has been created and is
continually enhanced.

cyDer-35261E A0NDEE &

Incons!stent praciices
Igeniying that an afiz
has taken place.

Cyber-iisk Information

-wsmeszeazar ® |INOIS Utilizes a common framework for
cybersecurity across all state agencies.

Lack af 3 statewhde o
e I1inals Emergency

Abgence of conslstent ek management practices
aCross siate agencles. Securty reks are efher nat
kniowm or not addresssd.

Lack of standardized cybersecurly polkies across Me
state.

Lack of suMficient cybersecunty Expertise.

Key Initiatives
Cyberzacurnity awareness training for all statz employess

Campaign to involve the Governaor's Cabinet in cybersecurity oversight
Cybersacunity Strategic Plan which identifies funding and stafing needs.
Cybersacurnity Governance and Authority structure for the state of llinois

Sirateqy for the adoption of 2 common cybersecurity framewark

Proactive threat detection training and technokegy sharing and innovation
Cybersacurity information sharing inffiative (builds on STIC, MEHSAC, FEI)

Cyber Disruption Strategy integrated into the State Emergency Ciperations Plan
Risk Manapement framework guidelines, policies and training for 3l state agencies
Model cybersecunty policies dephymerrt across 3ll state agencies

Efforts 1o Improve cybersecurity must leverage pubilc-private parnerzhips @nd bulld upon existing
commiments

Initiattees and resource

Efforts 0 Improve cybersecurity must more diecty focus on bad actors and thelr thrests.
SuMcient funding and resources will b2 provided to further the averal trategy.

Al agencies wil parfiipate toward the success of the cybersanurty Sategy.

State of Cybersecurity in 2016

Top Characteristics of the End State

Ilincés’ cybersecurky Grategias and programs are
continually algned with the business strategies of
incés agencies, bards and comemiselons a5 wel
2= the EI'IIIEI'|]'I"FEE- 35 whidle

Cyerse

A culbure of cyber-ik awareness at all levels of
EEtEgEI'I.'HTﬂIEI'It has been created and |
continually enhancd.

llinpés utlizes 3 comimaon frameywon for
cybersecunty acnoss @l state Agencies.

Jods s developed and malnialns a proacl

ineats H1Il I'E{l.I[:Eﬂ'E Imp-antlu the EE‘tE

ybersecurtty planning Ie prevalent during 3l
hases of Me solufion development

menging infarmation securty treats and
uinerablities are approgriately shared across
lingds agencies, boarde and commiselons In 3
allabie and tmely manner.

InoiE' response 10 3 significant cyber disruptian s

Iy defined, exercised and effective. Cyber
regpanse ls govemed by the Cybersacurity
Respanse Annex In e linols Emergency
Operations Plan,

Effective and conglstent cybarsecurty polcies are
In place across & stabe agencles.

inois’ cybersecuriy workdaree Is wel-rained and
continually devekpad.

Statement of Risk - The lack of a comprehensive and consistent approach to cybersecurity strategy across the state poses an immediate threat to the
State of lllinois and places the confidentiality, integrity and availability of critical information in jeopardy and poses risks to privacy assurances our

citizens expect and deserve.
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How can you help?

.l l T E ] TP 1ﬂ|ﬂ1ﬂ1ﬂlﬂ1r}

s 01010101 og09s 101

B[ 1T S 1o oM 1) My
i‘ S ! .'-. e #T:j |

ooty | SMALL ACTIONS
' BIG CHANGE




Thank you!
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Presenter
Presentation Notes
Please send any questions along to us…we look forward to working with everyone!
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