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Cyber Attack Procedures




Purpose and Scope

= To present cyber attack procedures
= To present an overview of the key players
* To identify possible points of collaboration



Common Myths

= Myths
o I'm a small target
o My data is not important enough
o We've never been hacked
o My firewall protects us
o My password is strong
o I'm too busy




Breach Notification Law

= 2006 lllinois breach notification law (Public
Act 94-35)

o Notify General Assembly within 5 business
days
o Notify victims in a timely manner



Cyber Incident Communication Flow
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Resources

= hitp://www.lllinois.gov/bces/policies/Page
s/default.aspx

o Breach Notification Policy

= Wwww.lllinois.gov/bccs/policies/Documents
/Security Breech Action Plan.pdf

o Sample letter
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