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It is our opinion that an adequate quality assurance review has been performed and the internal audit activity [Enter either: generally conforms, partially conforms, or does not conform] with the Institute of Internal Auditors’ (IIA) Global Internal Audit Standards (Standards) effective January 9, 2025. Generally Conforms is the highest level of overall conformance awarded through the Illinois State Internal Audit Advisory Board Quality Assurance Process.
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[AGENCY LETTERHEAD]

[NAME OF INTERNAL AUDIT ACTIVITY]

[EXTERNAL QUALITY ASSURANCE REPORT OR SELF-ASSESSMENT WITH INDEPENDENT EXTERNAL VALIDATION REPORT]
 
Executive Summary

The [Agency Name] has conducted a quality assurance [Enter either: External Quality Assurance or Self-Assessment with Independent Validation] of the internal audit activity. Our review was based on the State of Illinois Internal Audit Advisory Board (SIAAB) and the Institute of Internal Auditors (IIA) guidelines.

We evaluated the extent of the [Agency Name and Name of Internal Audit Activity] conformance with the IIA’s Global Internal Audit Standards (Effective January 9, 2025). The quality assurance review was for the period of [enter date] through [enter date]. As part of this review, the [Enter name of external reviewer or validator] performed [review or validation] between [enter date] and [enter date], and tested the [Name of Internal Audit Activity] conformance with the IIA’s Standards.

In performing the [Enter either: External Quality Assurance or Self-Assessment with Independent Validation] we used the IIA’s basis for the determination of conformance, as described below:

· Generally Conforms (GC) – This is the highest level of conformance awarded through a the SIAAB quality assurance review process, which means that an internal audit activity has a charter, policies, and processes, and the execution and results of these are judged to be in conformance with the Standards.

· Partially Conforms (PC) – Deficiencies in practice are judged to deviate from the Standards, but these deficiencies did not preclude the internal audit activity from performing its responsibilities.

· Does Not Conform (DNC) – Deficiencies in practice are judged to be so significant that they seriously impair or preclude the internal audit activity from performing adequately in all or in significant areas of its responsibilities. 

Our report expresses the Chief Internal Auditor’s and [enter either external validator or reviewer] concurrence and comments, and any actions planned necessary for the [Name of Internal Audit Activity] to build a more effective internal audit organization. Presented on the following pages are the results review.

We take this opportunity to acknowledge the valuable assistance offered by the [Enter either: external validator or reviewer].

GC: Generally Conforms PC: Partially Conforms DNC: Does Not Conform NA: Not Applicable 
STATE OF ILLINOIS
[AGENCY NAME]
January 9, 2025
	OVERALL CONCLUSION

	GENERALLY CONFORMS (GC)
	The Department Generally Conforms with the Global Internal Auditing Standards. Generally Conforms is the highest level of overall conformance awarded through SIAAB’s quality assurance review process. 
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SUMMARY BY PRINCIPLE
	Standard
	Rating

	Doman I. Purpose of Internal Auditing
	GC

	Purpose Statement
	Internal auditing strengthens the organization's ability to create, protect, and sustain value by providing the board and management with independent, risk-based, and objective assurance, advice, insight, and foresight.
	GC

	Domain II. Ethics and Professionalism
	GC

	Principle 1: Demonstrate Integrity
	Internal auditors demonstrate integrity in their work and behavior.
	GC

	Principle 2: Maintain Objectivity
	Internal auditors maintain an impartial and unbiased attitude when performing internal audit services and making decisions
	GC

	Principle 3: Demonstrate Competency
	Internal auditors apply the knowledge, skills, and abilities to fulfill their roles and responsibilities successfully.
	GC

	Principle 4: Exercise Due Professional Care
	Internal auditors apply due professional care in planning and performing internal audit services.
	GC

	Principle 5: Maintain Confidentiality
	Internal auditors use and protect information appropriately.
	GC

	Domain III. Governing the Internal Audit Function
	GC

	Principle 6: Authorized by the Board
	The board establishes, approves, and supports the mandate of the internal audit function.
	GC

	Principle 7: Positioned Independently
	The board establishes and protects the internal audit function’s independence and qualifications.
	GC

	Principle 8: Overseen by the Board
	The board oversees the internal audit function to ensure the function’s effectiveness.
	GC

	Domain IV. Managing the Internal Audit Function
	GC

	Principle 9: Plans Strategically
	The chief audit executive plans strategically to position the internal audit function to fulfill its mandate and achieve long-term success.
	GC

	Principle 10: Manages Resources
	The chief audit executive manages resources to implement the internal audit function’s strategy and achieve its plan and mandate.
	GC

	Principle 11: Communicates Effectively
	The chief audit executive guides the internal audit function to communicate effectively with its stakeholders.
	GC

	Principle 12: Enhances Quality
	The chief audit executive is responsible for the internal audit function's conformance with the Global Internal Audit Standards and continuous performance improvement.
	GC

	Domain V. Performing Internal Audit Services
	GC

	Principle 13: Plan Engagements Effectively
	Internal auditors plan each engagement using a systematic, disciplined approach.
	GC

	Principle 14: Conduct Engagement Work
	Internal auditors implement the engagement work program to achieve the engagement objectives.
	PC

	Principle 15: Communicate Conclusions and Monitor Action Plans
	Internal auditors communicate the engagement results to the appropriate parties and monitor management’s progress toward the implementation of recommendations or action plans.
	GC




	
DOMAIN I. PURPOSE OF INTERNAL AUDITING
	Standard
	Test Procedure
	Workpaper Reference
	Conclusion
(Conform or Explain)
	Date and Initials
	Explanation / Disposition
(required if PC, DNC, or N/A)

	
	
	
	
	CIA
	IV/ER
	

	Domain I
	Purpose of Internal Auditing
The purpose statement is intended to assist internal auditors and internal audit stakeholders in understanding and articulating the value of internal auditing.
	
	GC
	PC
	DNC
	NA
	
	
	

	Purpose
	Purpose Statement
Internal auditing strengthens the organization's ability to create, protect, and sustain value by providing the board and management with independent, risk-based, and objective assurance, advice, insight, and foresight.
	
	GC
	PC
	DNC
	NA
	
	
	

	I
	Examples of Evidence of Conformance
· The Chief Internal Auditor reports directly to the chief executive officer or board, if applicable. (30 ILCS 10/2002(a))
· Determine if internal auditors have certified their independence and objectivity. 
· The Internal Audit Charter upholds the Purpose of Internal Auditing and is endorsed by senior management and/or the board. 
· The chief executive officer has approved the two-year internal audit plan. (30 ILCS 10/2003(a)(1))
	
	GC
	PC
	DNC
	NA
	
	
	





DOMAIN II. ETHICS AND PROFESSIONALISM
	Standard
	Test Procedure
	Workpaper Reference
	Conclusion
(Conform or Explain)
	Date and Initials
	Explanation / Disposition 
(required if PC, DNC, or N/A)

	
	
	
	
	CIA
	IV/ER
	

	
Domain II

	Ethics and Professionalism
The ethics and professionalism principles and standards comprise internal auditors’ code of ethics. They outline the behavioral expectations of professional internal auditors, including chief audit executives, as well as individuals and entities that provide internal audit services. Adherence to these principles and standards instills trust in the profession of internal auditing, creates an ethical culture within the internal audit function, and provides the basis for reliance on internal auditors’ work and judgment.
	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 1
	Demonstrate Integrity
Internal auditors demonstrate integrity in their work and behavior. 
	
	GC
	PC
	DNC
	NA
	
	
	

	1.1
	Honesty and Courage Internal auditors must perform their work with honesty and courage.
 
Examples of Evidence of Conformance
· Internal auditors have taken at least four hours of ethics training each 2 non-rolling calendar year CPE cycle. 
· Internal Auditors have taken the Annual Ethics Training for State Employees and Appointees.
· Internal auditors undergo periodic performance appraisals. 
	
	GC
	PC
	DNC
	NA
	
	
	

	1.2
	Ethical Expectations Internal auditors respect and contribute to the legitimate and ethical expectations of the agency. 

Examples of Evidence of Conformance
· Periodic ethics training. 
· Signed statements of objectivity. 
· Ethics provisions endorsed by senior management in the Internal Audit Charter.
· Agency policy addressing ethical behavior and reporting of ethical concerns for employees. 
	
	GC
	PC
	DNC
	NA
	
	
	

	1.3
	Legal and Professional Behavior Internal auditors must not engage in or be a party to any activity that is illegal or discreditable to the organization or the profession of internal auditing. 

Examples of Evidence of Conformance
·  Internal auditors have completed trainings on laws, regulations, and ethical/professional behavior such as Harassment & Discrimination Prevention Training, Diversity, Equity & Inclusion Training, HIPAA & Privacy Training, Ethics Training Program for State Employees and Appointees.
· Signed Confidentiality Disclosures, Impairment Disclosures, and/or Statements of Objectivity and Independence.
· Ensure Internal Audit engagements are adequately supervised as evidenced by supervisory sign off of audit working papers.
	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 2
	Maintain Objectivity
Internal auditors maintain an impartial and unbiased attitude when performing internal
audit services and making decisions.
	
	GC
	PC
	DNC
	NA
	
	
	

	2.1
	Individual Objectivity Internal auditors must maintain professional objectivity when performing all aspects of internal audit services. Professional objectivity requires internal auditors to apply an impartial and unbiased mindset and make judgments based on balanced assessments of all relevant circumstances.

Internal auditors must be aware of and manage potential biases.

Examples of Evidence of Conformance
· References in the internal audit charter to internal auditors’ responsibility for maintaining objectivity.
· Policies and procedures related to objectivity.
· Records of planned and completed objectivity training, including list of participants.
· Attestation forms that confirm internal auditors’ awareness of objectivity’s importance and the obligation to disclose any potential impairments.
· Documented disclosures of potential conflicts of interest or other impairments to objectivity.
· Notes from supervisory reviews and mentoring of internal auditors.
	
	GC
	PC
	DNC
	NA
	
	
	

	2.2
	Safeguarding Objectivity Internal auditors must recognize and avoid or mitigate actual, potential, and perceived impairments to objectivity.

Internal auditors must not accept any tangible or intangible item, such as a gift, reward, or favor, that may impair or be presumed to impair objectivity.

Internal auditors must avoid conflicts of interest and must not be unduly influenced by their own interests or the interests of others, including senior management or others in a position of authority, or by the political environment or other aspects of their surroundings.

When performing internal audit services:
· Internal auditors must refrain from assessing specific activities for which they were previously responsible. Objectivity is presumed to be impaired if an internal auditor provides assurance services for an activity for which the internal auditor had responsibility within the previous 12 months.
· If the internal audit function is to provide assurance services where it had previously performed advisory services, the chief audit executive must confirm that the nature of the advisory services does not impair objectivity and must assign resources such that individual objectivity is managed. Assurance engagements for functions over which the chief audit executive has responsibility must be overseen by an independent party outside the internal audit function.
· If internal auditors are to provide advisory services relating to activities for which they had previous responsibilities, they must disclose potential impairments to the party requesting the services before accepting the engagement.

The chief audit executive must establish methodologies to address impairments to objectivity. Internal auditors must discuss impairments and take appropriate actions according to relevant methodologies.

Examples of Evidence of Conformance
· Policies and procedures for identifying potential impairments and necessary safeguards.
· Records of objectivity training.
· Documentation through which internal auditors attest that they either have no known impairments or have disclosed potential impairments
· Sources of feedback on the perception of internal auditors’ objectivity, such as surveys of the internal audit function’s stakeholders.
· Notes from supervisory reviews.
· Remuneration plan.
· Minutes of board meetings where impairments to objectivity were discussed.
· Plans showing alternative provisions to fulfill the internal audit plan activities where impairments to objectivity were unavoidable.
· Results of external quality assessments performed by an independent assessor.
	
	GC
	PC
	DNC
	NA
	
	
	

	2.3
	Disclosing Impairments to Objectivity If objectivity is impaired in fact or appearance, the details of the impairment must be disclosed promptly to the appropriate parties.

If internal auditors became aware of an impairment that may affect their objectivity, they must disclose the impairment to the chief audit executive or a designated supervisor. If the chief audit executive determines that an impairment is affecting and internal auditor’s ability to perform duties objectively, the chief audit executive must discuss the impairment with the management of the activity under review, the board, and/or senior management and determine the appropriate actions to resolve the situation.

If an impairment that affects the reliability or perceived reliability of the engagement findings, recommendations, and/or conclusions is discovered after an engagement has been completed, the chief audit executive must discuss the concern with the management of the activity under review, the board, senior management and/or other affected stakeholders and determine the appropriate actions to resolve the situation. 

If the objectivity of the chief audit executive is impaired in fact or appearance, the chief audit executive must disclose the impairment to the board. 

Examples of Evidence of Conformance
· Internal audit methodologies for disclosing objectivity impairments.
· Documentation disclosing the presence or affirming the absence of objectivity impairments.
· Records of the disclosure of objectivity impairments and the response from and/or approval of the mitigation by appropriate parties.

	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 3
	Demonstrate Competency
Internal auditors apply the knowledge, skills, and abilities to fulfill their roles and responsibilities successfully.
	
	GC
	PC
	DNC
	NA
	
	
	

	3.1
	Competency
Internal auditors must possess or obtain the knowledge, skills, and abilities to perform their responsibilities successfully.

Examples of Evidence of Conformance
· Documentation of the certifications, education, experience, and other qualifications of internal auditors.
· Documented supervisory reviews of engagements, performance evaluations, feedback indicating competencies exhibited by individual internal auditors.
· Assessment of the collective proficiency of the internal audit function as a whole.
	
	GC
	PC
	DNC
	NA
	
	
	

	3.2
	Continuing Professional Development Internal auditors must maintain and continuously develop their competencies to improve the effectiveness and quality of internal audit services.

Examples of Evidence of Conformance
· Continuing Professional Education (CPE) certificates or other documentation of internal auditors’ CPE supporting:
· 80 hours of CPE every two calendar years;
· 24 hours government CPE every two calendar years;
· 4 hours of ethics CPE every two calendar years;
· 20 hours CPE minimum every calendar year.
· Hours may be prorated based on full six month intervals of full employment.
	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 4
	Exercise Due Professional Care
Internal auditors apply due professional care in planning and performing internal audit services.
	
	GC
	PC
	DNC
	NA
	
	
	

	4.1
	Conformance with Global Internal Audit Standards
Internal auditors must plan and perform internal audit services in accordance with the Global Internal Audit Standards.

Evidence of Conformance
· Audit Charter and/or Audit Manual.
· Audit work programs and documentation of procedures performed.
	
	GC
	PC
	DNC
	NA
	
	
	

	4.2
	Due Professional Care
Internal auditors must exercise due professional care by taking into account the nature, circumstances, and requirements of the services to be provided.

Evidence of Conformance
· Audit work programs designed based on documented scope and objectives.
· Position descriptions, staff resumes and qualifications, professional certifications, and continuing professional education.
· Documentation of independence.
	
	GC
	PC
	DNC
	NA
	
	
	

	4.3
	Professional Skepticism
Internal auditors must exercise professional skepticism when planning and performing internal audit services.

Evidence of Conformance
· Documentation of independence.
· Documentation of discussion of professional skepticism in planning and risk assessment.


	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 5
	Maintain Confidentiality
Internal auditors use and protect information appropriately.
	
	GC
	PC
	DNC
	NA
	
	
	

	5.1
	Use of Information
Internal auditors must follow the policies and procedures of the organization and the internal audit function when using information to perform internal audit services.

Examples of Evidence of Conformance
· Effectively designed and operating controls over access to and use of information.
· Documentation of relevant policies, procedures, and training related to the proper use of information.
· Minutes from meetings during which the appropriate use of information was discussed.
· Attendance records of training on use of information.
· Documentation by which internal auditors acknowledge their understanding of relevant policies, procedures, laws, and regulations.
	
	GC
	PC
	DNC
	NA
	
	
	

	5.2
	Protection of Information
Internal auditors must be aware of their responsibilities for protecting information and act in a manner demonstrating respect for the confidentiality, privacy, and ownership of information acquired when performing internal audit services or as the result of professional relationships.

Internal auditors must understand and abide by the laws, regulations, policies, and procedures related to confidentiality, information privacy, and information security that apply to the organization and internal audit function.

Consideration specifically relevant to the internal audit function include:
· Custody, retention, and disposal of engagement records.
· Release of engagement records to internal and external parties.
· Handling of, access to, or copies of confidential information when it is no longer needed.

Internal auditors must not disclose confidential information to unauthorized parties unless there is a legal or professional responsibility to do so.

Internal auditors must manage the risk of exposing or disclosing information inadvertently.

The chief audit executive must ensure that the internal audit function and individuals assisting the internal audit function adhere to the same protection requirements.

Examples of Evidence of Conformance
· Documentation demonstrating application of relevant methodologies.
· Documentation regarding the implementation of mechanisms that restrict information access and mitigate the risk of circumventing prevailing controls.
· Attendance records of training on protection of information.
· Documentation by which internal auditors acknowledge their understanding of relevant policies, procedures, laws, and regulations.
· Documentation of restrictions on the distribution of workpapers and final communication.
· Documentation of authorized disclosures and distribution.
· Records of disclosures required by law or approved by legal counsel, if applicable, and/or the board and senior management.
· Signed agreements to confidentiality or nondisclosure of information.
· Performance reviews demonstrating that policies and procedures related to the protection and disclosure of information have been followed.
	
	GC
	PC
	DNC
	NA
	
	
	




DOMAIN III. GOVERNING THE INTERNAL AUDIT FUNCTION
	Standard
	Test Procedure
	Workpaper Reference
	Conclusion
(Conform or Explain)
	Date and Initials
	Explanation / Disposition
(required if PC, DNC, or N/A)

	
	
	
	
	CIA
	IV/ER
	

	
Domain III

	Governing the Internal Audit Function
Certain governance arrangements are essential to enable the internal audit function to be effective. This domain outlines the board’s responsibilities to authorize the internal audit function, ensure its independent positioning, and oversee its performance. While the chief audit executive has responsibilities to communicate effectively and provide the board with information, the board also has a role and responsibilities that are key to the internal audit function’s ability to fulfill the Purpose of Internal Auditing.
	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 6
	Authorized by the Board
The board establishes, approves, and supports the authority, role, and responsibilities of the internal audit function.
	
	GC
	PC
	DNC
	NA
	
	
	

	6.1
	Internal Audit Mandate
The chief audit executive must provide the board with the information necessary to establish the internal audit mandate. This information includes the Global Internal Audit Standards (GIAS) related to governing the internal audit function, the potential scope and types of internal audit services, and other responsibilities common to internal audit functions.

Examples of Evidence of Conformance
· The Chief Internal Auditor has been appointed to a five-year term and reports directly to the chief executive officer as required by the Fiscal Control and Internal Auditing Act (FCIAA) (30 ILCS 10).
· The board has received the Internal Audit Charter and Two-Year Internal Audit Plan, consistent with the GIAS and the provisions of FCIAA.
	
	GC
	PC
	DNC
	NA
	
	
	

	6.2
	Internal Audit Charter
The chief audit executive must develop and maintain an internal audit charter that specifies:
· The Purpose of Internal Auditing.
· Commitment of adherence to the Global Internal Audit Standards.
· Mandate, including scope and types of services to be provided.
· The board’s responsibilities and expectations regarding management’s support of the internal audit function.
· Organizational position and reporting relationships. (See also Standard 7.1 Organizational Independence).

Examples of Evidence of Conformance
· Board approval/endorsement of the Internal Audit Charter and Two-Year Internal Audit Plan.
	
	GC
	PC
	DNC
	NA
	
	
	

	6.3
	Board and Senior Management Support
The chief audit executive must provide the board and senior management with the information needed to support and promote recognition of the internal audit function throughout the organization. The chief audit executive must coordinate the internal audit function’s board communications 
with senior management to support the board’s ability to fulfill its requirements.

Examples of Evidence of Conformance
· Board approval/endorsement of the Internal Audit Charter and Two-Year Internal Audit Plan.
	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 7
	Positioned Independently
The board establishes and protects the internal audit function’s independence and qualifications.
	
	GC
	PC
	DNC
	NA
	
	
	

	7.1
	Organizational Independence

1. The chief audit executive must confirm to the board the organizational independence of the 
internal audit function at least annually. This includes communicating incidents where independence may have been impaired and the actions or safeguards employed to address the impairment.

Examples of Evidence of Conformance
The board has received the Internal Auditor Charter, review of the organization chart, reviewing the internal audit activity’s communication and reporting practices, interviews with the chief executive officer and audit committee, organization chart inclusion in the Annual September 30 Report if applicable, etc.
	
	GC
	PC
	DNC
	NA
	
	
	

	7.1
	2. The chief audit executive must document in the internal audit charter the reporting relationships and organizational positioning of the internal audit function.

Examples of Evidence of Conformance
The board has received the Internal Audit Charter, review of the organization chart, reviewing the internal audit activity’s communication and reporting practices, interviews with the chief executive officer and audit committee, if applicable, etc.
	
	GC
	PC
	DNC
	NA
	
	
	

	7.1
	3. The chief audit executive must discuss with the board and senior management any current or proposed roles and responsibilities that have the potential to impair the internal audit function’s independence, either in fact or appearance. The chief audit executive must advise the board and senior management of the types of safeguards to manage actual, potential, or perceived impairments.

Examples of Evidence of Conformance
Review evidence that the chief audit executive confirmed with the board the ongoing independence of the internal audit function or discussed impairments and the safeguards in place to manage impairments. Examples of safeguards include periodic evaluation of reporting lines and responsibilities, or alternative processes to obtain assurance related to the areas of additional responsibility.
	
	GC
	PC
	DNC
	NA
	
	
	

	7.1
	4. When the chief audit executive has one or more ongoing roles beyond internal auditing, the responsibilities, nature of work, and established safeguards must be documented in the internal audit charter.

Examples of Evidence of Conformance
Ensure safeguards are in place to limit impairments to independence or objectivity. Examples of safeguards include periodic evaluation of reporting lines and responsibilities, or alternative processes to obtain assurance related to the areas of additional responsibility.
	
	GC
	PC
	DNC
	NA
	
	
	Note: As FCIAA (30 ILCS 10/2002(b)) prohibits internal audit from having operational duties, the extent of any such additional roles and/or responsibilities should be evaluated in the context of FCIAA. Depending on the extent, this may result in noncompliance with FCIAA.

	7.1
	5. Obtain a copy of the internal audit activity’s policies and procedures regarding independence and objectivity and verify the following:
	
	GC
	PC
	DNC
	NA
	
	
	

	
	a. Policies clearly outline the internal audit activity must have an impartial, unbiased attitude and must report any real or perceived conflicts of interest.
	
	
	
	
	
	
	
	

	
	b. There is a process in place to periodically disclose (annual and/or engagement) real or perceived impairments of independence and objectivity to appropriate parties timely.
	
	
	
	
	
	
	
	

	
	c. If an internal auditor had previous operational duties, they are prohibited from performing assurance engagements for at least one year after leaving that area. (30 ILCS 10/2002(b))
	
	
	
	
	
	
	
	

	
	d. Assurance engagements for functions over which the chief internal auditor had responsibility were overseen by a party outside of the internal audit activity. (30 ILCS 10/2002(b))
	
	
	
	
	
	
	
	

	7.1
	Through inquiry and a review of pertinent documents (such as the Internal Audit Charter, audit policies and procedures, list of reports issued, or the Internal Audit Plan), determine:
	
	GC
	PC
	DNC
	NA
	
	
	

	
	a. The extent of consulting services and whether any potential impairments to independence or objectivity related to consulting services were disclosed prior to accepting engagement(s).
	
	
	
	
	
	
	
	

	
	b. If assurance services were provided where previously consulting services had been performed, auditors assigned to the assurance engagement were independent of those who performed the consulting service.
	
	
	
	
	
	
	
	

	7.2
	Chief Audit Executive Qualifications

1. The chief audit executive must help the board understand the qualifications and competencies of a chief audit executive that are necessary to manage the internal audit function. 

Examples of Evidence of Conformance
Board approval/endorsement of the Internal Audit Charter and Two-Year Internal Audit Plan. Review job description and appointment letter.
	
	GC
	PC
	DNC
	NA
	
	
	

	7.2
	2. Ensure the chief internal auditor has:
a. a bachelor’s degree, and
b. the required professional auditing experience, either:
1) a certified internal auditor (CIA) by examination or a certified public accountant (CPA), who has at least four years of progressively responsible professional auditing experience, or
2) an auditor with at least five years of progressively, responsible professional auditing experience.
(30 ILCS 10/2002(a))
	
	GC
	PC
	DNC
	NA
	
	
	

	7.2
	3. The chief audit executive must maintain and enhance the qualifications and competencies necessary to fulfill the roles and responsibilities expected by the Board.

Examples of Evidence of Conformance
Obtain an understanding of the system used to ensure the CIA obtains adequate continuing professional education.
	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 8
	Overseen by the Board
The board oversees the internal audit function to ensure the function’s effectiveness.
	
	GC
	PC
	DNC
	NA
	
	
	

	Note: Included within the Global Internal Auditing Standards is the section, Applying the Global Internal Audit Standards in the Public Sector, which indicates situations in which the application of the Standards can vary for the public sector. One such situation is Governance and Organizational Structure. This type of organizational structure could necessitate adjustment of the standards and additional documentation of conformance. IIA defines “board” as the highest-level body charged with governance, if more than one governing body it refers to the body/bodies with authority over the internal audit function. If no board exists, this would refer to the group or person acting as the highest-level governing body. 


	8.1
	Board Interaction
The chief audit executive must provide the board with the information needed to conduct its oversight responsibilities. This information may be specifically requested by the board or may be, in the judgment of the chief audit executive, valuable for the board to exercise its oversight responsibilities.

Examples of Evidence of Conformance
· Board or Audit Committee agendas and meeting minutes documenting discussion with the Chief Audit Executive
· Communication of the following:
· Audit Charter
· Risk based audit plan and budget, including any significant revisions
· Independence, or any potential impairments, of the members of the internal audit function
· Results of internal audit work
· Annual Report
· Quality assurance program
· Statutorily mandated requirements and deadlines
· Items of significance in the operation of the internal audit function, such as audit manual or other documents
	
	GC
	PC
	DNC
	NA
	
	
	

	8.2
	Resources
The chief audit executive must evaluate whether internal audit resources are sufficient to fulfill the internal audit mandate and achieve the internal audit plan. If not, the chief audit executive must develop a strategy to obtain sufficient resources and inform the board about the impact of insufficient resources and how any resource shortfalls will be addressed.

Examples of Evidence of Conformance
· Board or Audit Committee agendas and meeting minutes documenting discussions on sufficiency of internal audit function resources
· Communication of the following:
· Audit Plan and any significant revisions, including the budget and/or resources to achieve the audit plan or any limitations that exist due to available resources
· Annual Report including how the audit plan was carried out and any impacts on the audit plan from resource constraints
· Staffing levels of the internal audit function and any requests for additional staffing or discussions on funding requests for consideration in the annual budget
	
	GC
	PC
	DNC
	NA
	
	
	

	8.3
	Quality
The chief audit executive must develop, implement, and maintain a quality assurance and improvement program that covers all aspects of the internal audit function. The program includes two types of assessments:
· External assessments. (See also Standard 8.4 External Quality Assessment.)
· Internal assessments. (See also Standard 12.1 Internal Quality Assessment.)

At least annually, the chief audit executive must communicate the results of the internal quality assessment to the board and senior management. The results of the external quality assessments must be reported when completed. In both cases, such communications include:
· The internal audit function’s conformance with the Standards and achievement of performance objectives. 
· If applicable, compliance with laws and/or regulations relevant to internal auditing. If applicable, plans to address the internal audit function’s deficiencies and opportunities for improvement.

Examples of Evidence of Conformance
· Quality assessment review (QAR) report validated by an independent assessor
· Audit Charter or other formal documentation which includes the established quality assurance and improvement plan
· Board or Audit Committee agendas and meeting minutes (or communication to the highest-level governing body) documenting discussion of the quality assurance and improvement program, results, and action plans
· Documented internal assessments, workpapers, or other evidence of quality assurance activities
	
	GC
	PC
	DNC
	NA
	
	
	

	8.4
	External Quality Assessment
The chief audit executive must develop a plan for an external quality assessment and discuss 
the plan with the board. The external assessment must be performed at least once every five years by a qualified, independent assessor or assessment team. The requirement for an external quality assessment may also be met through a self-assessment with independent validation. When selecting the independent assessor or assessment team, the chief audit executive must ensure at least one person holds an active Certified Internal Auditor® designation.

Examples of Evidence of Conformance
· Board or Audit Committee agendas and meeting minutes (or communication to the highest-level governing body) documenting discussion of the quality assessment plan and approval
· SIAAB approved quality assessment review (QAR) team request
· QAR report validated by an independent assessor
· SIAAB letter of QAR acceptance
· Board or Audit Committee agendas and meeting minutes (or communication to the highest-level governing body) documenting discussion of QAR results and any necessary action plans
	
	GC
	PC
	DNC
	NA
	
	
	




DOMAIN IV. MANAGING THE INTERNAL AUDIT FUNCTION
	Standard
	Test Procedure
	Workpaper Reference
	Conclusion
(Conform or Explain)
	Date and Initials
	Explanation / Disposition
(required if PC, DNC, or N/A)

	
	
	
	
	CIA
	IV/ER
	

	
Domain IV

	Managing the Internal Audit Function
The chief audit executive is responsible for managing the internal audit function in accordance with the internal audit charter and Global Internal Audit Standards. This responsibility includes strategic planning, obtaining and deploying resources, building relationships, communicating with stakeholders, and ensuring and enhancing the performance of the function.
	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 9
	Plan Strategically 
The chief audit executive plans strategically to position the internal audit function to fulfill its mandate and achieve long-term success.
	
	GC
	PC
	DNC
	NA
	
	
	

	9.1
	Understanding Governance, Risk Management, and Control Processes
To develop an effective internal audit strategy and plan, the chief audit executive must understand the organization’s governance, risk management, and control processes.

To understand governance processes, the chief audit executive must consider how the organization:
· Establishes strategic objectives and makes strategic and operational decisions.
· Oversees risk management and control.
· Promotes an ethical culture.
· Delivers effective performance management and accountability.
· Structures its management and communications among the board, internal and external providers of assurance services, and management.

To understand risk management and control processes, the chief audit executive must consider how the organization identifies and assesses significant risks and selects appropriate control processes. This includes understanding how the organization identifies and manages the following key risk areas:
· Reliability and integrity of financial and operational information
· Effectiveness and efficiency of operations and programs
· Safeguarding of assets
· Compliance with laws and/or regulations.

Examples of Evidence of Conformance
· Documentation of the chief audit executive’s inquiry, gathering, review, and consideration of the governance, risk management, and control frameworks and processes used by the organization, including:
· The organization’s board and committee charters, which outline the governance expectations of the organization
· Assessment of laws, regulations, and other requirements related to governance, risk management, and control processes
· Review of the agendas and minutes of board meetings documenting discussion of the organization’s governance, risk management, and control processes, including the strategies, approaches, and oversight of each
· Meeting minutes or notes from discussions between the chief audit executive and those in the organization with roles in governance and risk management
· Review of the organization’s risk appetite statement or documented communication with the board and senior management regarding the organization’s risk appetite and risk tolerance
· Documentation of orientation or training provided to internal audit staff regarding the organization’s governance, risk management, and control processes
· Review of business strategies and business plans
· Review of communications received from regulators
· Demonstrated understanding of the organization’s risk and control matrix
	
	GC
	PC
	DNC
	NA
	
	
	

	9.2
	Internal Audit Strategy
The chief audit executive must develop and implement a strategy for the internal audit function that supports the strategic objectives and success of the organization and aligns with the expectations of the board, senior management, and other key stakeholders.

An internal audit strategy is a plan of action designed to achieve a long-term or overall objective. The internal audit strategy must include a vision, strategic objectives, and supporting initiatives for the internal audit function. An internal audit strategy helps guide the internal audit function toward the fulfillment of the internal audit mandate.

The chief audit executive must review the internal audit strategy with the board and senior management periodically.

Examples of Evidence of Conformance:
· Documented internal audit strategy, including vision, strategic objectives, and supporting initiatives.
· Minutes or correspondence from meetings with the board, senior management, and/or other stakeholders where expectations were discussed.
· Notes showing the information and analyses that informed the strategy.
· Internal audit methodologies for producing and reviewing the internal audit strategy and monitoring its implementation.
· Results of periodic self-assessments or other reviews of the progress on initiatives.
	
	GC
	PC
	DNC
	NA
	
	
	

	9.3
	Methodologies 
The chief audit executive must establish methodologies to guide the internal audit function in a systematic and disciplined manner to implement the internal audit strategy, develop the internal audit plan, and conform with the Standards. The chief audit executive must evaluate the effectiveness of the methodologies and update them as necessary to improve the internal audit function and respond to significant changes that affect the function. The chief audit executive must provide internal auditors with training on the methodologies. (See also Principles 13 Plan Engagements Effectively, 14 Conduct Engagement Work, and 15 Communicate Engagement Results and Monitor Action Plans, and their standards.)

Examples of Evidence of Conformance:
· Documentation of software program incorporating methodologies.
· Meeting agendas and minutes, emails, signed acknowledgments, training schedules, or similar documentation evidencing communications to internal audit personnel about internal audit methodologies.
· Documentation of quality reviews of audit work demonstrating that methodologies were followed.
· Footnotes or endnotes within the methodologies or internal audit manual citing the standard that the content is addressing.
· Documentation of updates to the methodologies
	
	GC
	PC
	DNC
	NA
	
	
	

	9.4
	Internal Audit Plan 
The chief audit executive must create an internal audit plan that supports the achievement of the organization’s objectives.

The chief audit executive must base the internal audit plan on a documented assessment of the
organization’s strategies, objectives, and risks. This assessment must be informed by input from the board and senior management as well as the chief audit executive’s understanding of the organization’s governance, risk management, and control processes. The assessment must be performed at least annually.

The internal audit plan must:
· Consider the internal audit mandate and the full range of agreed-to internal audit services.
· Specify internal audit services that support the evaluation and improvement of the organization’s governance, risk management, and control processes.
· Consider coverage of information technology governance, fraud risk, the effectiveness of the organization’s compliance and ethics programs, and other high-risk areas.
· Identify the necessary human, financial, and technological resources necessary to complete the plan.
· Be dynamic and updated timely in response to changes in the organization’s business, risks operations, programs, systems, controls, and organizational culture.

The chief audit executive must review and revise the internal audit plan as necessary and communicate timely to the board and senior management:
· The impact of any resource limitations on internal audit coverage.
· The rationale for not including an assurance engagement in a high-risk area or activity in the plan.
· Conflicting demands for services between major stakeholders, such as high priority requests based on emerging risks and requests to replace planned assurance engagements with advisory engagements. Limitations on scope or restrictions on access to information.

The chief audit executive must discuss the internal audit plan, including significant interim changes, with the board and senior management. The plan and significant changes to the plan must be approved by the board.

Examples of Evidence of Conformance:
· Approved internal audit plan.
· Documented risk assessment and prioritization, including the inputs upon which the plan is based.
· Minutes of meetings in which the chief audit executive discussed with the board and senior management the audit universe, organization wide risk assessment and internal audit plan.
· Documented list of those to whom the internal audit plan was distributed.
· Documented methodologies for organization wide risk assessment and protocol for handling significant changes.
	
	GC
	PC
	DNC
	NA
	
	
	

	9.5
	Coordination and Reliance
The chief audit executive must coordinate with internal and external providers of assurance 
services and consider relying upon their work. Coordination of services minimizes duplication of efforts, highlights gaps in coverage of key risks, and enhances the overall value added by providers. 

If unable to achieve an appropriate level of coordination, the chief audit executive must raise any concerns with senior management and, if necessary, the board.

When the internal audit function relies on the work of other assurance service providers, the 
chief audit executive must document the basis for that reliance and is still responsible for the 
conclusions reached by the internal audit function.

Examples of Evidence of Conformance:
· Communications regarding distinct assurance and advisory roles and responsibilities, which may be documented in the notes from meetings with individual providers of assurance and advisory services or in minutes or meetings with the board and senior management.
· Assurance maps and/or combined assurance plans that identify which provider is responsible for assurance services in each area.
· Documentation and implementation of the methodology to determine whether to rely on a provider’s work.
· Documented agreements with other assurance providers confirming the specifications of the assurance work they will perform.
	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 10
	Manage Resources
The chief audit executive manages resources to implement the internal audit function’s strategy and achieve its plan and mandate.
	
	GC
	PC
	DNC
	NA
	
	
	

	10.1
	Financial Resource Management 
The chief audit executive must manage the internal audit function’s financial resources. 

The chief audit executive must develop a budget that enables the successful implementation of the internal audit strategy and achievement of the plan. The budget includes the resources necessary for the function’s operation, including training and acquisition of technology and tools. 

The chief audit executive must manage the day-to-day activities of the internal audit function 
effectively and efficiently, in alignment with the budget. 

The chief audit executive must seek budget approval from the board. The chief audit executive must communicate promptly the impact of insufficient financial resources to the board and senior management.

Examples of Evidence of Conformance:
Leadership has received and approved the Two-Year Audit Plan. Review of the Internal Audit Charter and/or the organization chart, written policies and procedures.
	
	GC
	PC
	DNC
	NA
	
	
	

	10.2
	Human Resources Management 
The chief audit executive must establish an approach to recruit, develop, and retain internal 
auditors who are qualified to successfully implement the internal audit strategy and achieve the internal audit plan. 

The chief audit executive must strive to ensure that human resources are appropriate, sufficient, and effectively deployed to achieve the approved internal audit plan. Appropriate refers to the mix of knowledge, skills, and abilities; sufficient refers to the quantity of resources; and effective deployment refers to assigning resources in a way that optimizes the achievement of the internal audit plan. 

The chief audit executive must communicate with the board and senior management regarding the appropriateness and sufficiency of the internal audit function’s human resources. If the function lacks appropriate and sufficient human resources to achieve the internal audit plan, the chief audit executive must determine how to obtain the resources or communicate timely to the board and senior management the impact of the limitations. (See also Standard 8.2 Resources.)

The chief audit executive must evaluate the competencies of individual internal auditors within the internal audit function and encourage professional development. The chief audit executive must collaborate with internal auditors to help them develop their individual competencies through training, supervisory feedback, and/or mentoring. (See also Standard 3.1 Competency.)

Examples of Evidence of Conformance:
Determine whether the chief internal auditor reported periodically to the senior management and the board, if applicable, on the internal audit activity’s purpose, authority, responsibility, and performance relative to its plan including significant risk and control issues, including fraud risks, governance issues and other matters that require the attention of senior management and/or the board, if applicable. Obtain and review recent examples of such communication. Possible examples for doing this include reviewing processes in place to communicate audit plan status during the year, status of open audit recommendations, and through the Annual September 30 Report, etc. Review training records for the CIA and staff.
	
	GC
	PC
	DNC
	NA
	
	
	

	10.3
	Technological Resources
The chief audit executive must strive to ensure that the internal audit function has technology 
to support the internal audit process. The chief audit executive must regularly evaluate the 
technology used by the internal audit function and pursue opportunities to improve 
effectiveness and efficiency. 

When implementing new technology, the chief audit executive must implement appropriate 
training for internal auditors in the effective use of technological resources. The chief audit 
executive must collaborate with the organization’s information technology and information security functions to implement technological resources properly.

The chief audit executive must communicate the impact of technology limitations on the 
effectiveness or efficiency of the internal audit function to the board and senior management.

Examples of Evidence of Conformance:
Determine if technology-based audit and other data analyses techniques were used or considered. Review training records for specific technologies used. If limitations are identified, verify it was communicated to leadership.

	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 11
	Communicate Effectively
The chief audit executive guides the internal audit function to communicate effectively with
its stakeholders
	
	GC
	PC
	DNC
	NA
	
	
	

	11.1
	Building Relationships and Communicating 
with Stakeholders
The chief audit executive must develop an approach for the internal audit function to build 
relationships and trust with key stakeholders, including the board, senior management, operational management, regulators, and internal and external assurance providers and other consultants.

The chief audit executive must promote formal and informal communication between the internal audit function and stakeholders, contributing to the mutual understanding of:
· Organizational interests and concerns.
· Approaches for identifying and managing risks and providing assurance. 
· Roles and responsibilities of relevant parties and opportunities for collaboration.
· Relevant regulatory requirements.
· Significant organizational processes, including financial reporting.
	
	GC
	PC
	DNC
	NA
	
	
	

	11.2
	Effective Communication
The chief audit executive must establish and implement methodologies to promote accurate, 
objective, clear, concise, constructive, complete, and timely internal audit communications.
	
	GC
	PC
	DNC
	NA
	
	
	

	11.3
	Communicating Results
The chief audit executive must communicate the results of internal audit services to the board and/or senior management periodically and for each engagement as appropriate. The chief audit executive must understand the expectations of the board and/or senior management regarding the nature and timing of communications. 

The results of internal audit services can include:
· Engagement conclusions.
· Themes such as effective practices or root causes.
· Conclusions at the level of the business unit or organization.
	
	GC
	PC
	DNC
	NA
	
	
	

	11.4
	Errors and Omissions
If a final engagement communication contains a significant error or omission, the chief audit 
executive must communicate corrected information promptly to all parties who received the original communication.

Significance is determined according to criteria agreed upon with the board or senior management.
	
	GC
	PC
	DNC
	NA
	
	
	

	11.5
	Communicating the Acceptance of Risks
The chief audit executive must communicate unacceptable levels of risk.

When the chief audit executive concludes that management has accepted a level of risk that 
exceeds the organization’s risk appetite or risk tolerance, the matter must be discussed with senior management. If the chief audit executive determines that the matter has not been resolved by senior management, the matter must be escalated to the board. It is not the responsibility of the chief audit executive to resolve the risk.
	
	GC
	PC
	DNC
	NA
	
	
	

	
	Examples of Evidence of Conformance:

The chief internal auditor confirms with the chief executive officer and the board, if applicable, at least annually the organizational independence of the internal audit activity. Possible examples for doing this include verifying communication of the Charter, organization chart inclusion in the Annual September 30 Report, reviewing the internal audit activity’s communication and reporting practices, interviews with the chief executive officer and audit committee, if applicable, etc.

The internal audit activity is free from interference in determining the scope of internal audit work to be performed and communicating results. The chief audit executive must disclose such interference to the board, if applicable. If there is no board, the CAE should consider discussing the interference and implications with the chief executive officer. Possible examples for doing this include review of the Charter, and interviews with the chief internal auditor and chief executive officer and audit committee, if applicable.

The results of periodic internal self-assessments and external assessments were formally communicated to senior management and the board, if applicable, upon completion.

The results of ongoing monitoring are communicated to senior management and the board, if applicable at least annually. Verify the communication of results of external and periodic internal assessments includes the following:

1. The scope and frequency of both the internal and external assessments
1. The qualifications and independence of the assessor(s) or assessment team, including potential conflicts of interest
1. Conclusions of assessors
1. Corrective action plans

The internal audit activity's plans, resource requirements and limitations, including significant changes, were communicated to senior management and the board, if applicable.

Written polices exist for preparing audit reports and communicating audit results, depending on the size and complexity of the internal audit activity.

The chief internal auditor reported periodically to the senior management and the board, if applicable, on the internal audit activity's purpose, authority, responsibility, and performance relative to its plan including significant risk and control issues, including fraud risks, governance issues and other matters that require the attention of senior management and/or the board, if applicable. Obtain and review recent examples of such communication. Possible examples for doing this include reviewing processes in place to communicate audit plan status during the year, status of open audit recommendations, and through the Annual September 30 Report, etc. Verify the following information which must be included in the reporting and communication to senior management and the board:

1. The audit charter
1. The independence of the internal audit activity
1. The audit plan and progress against the plan

The internal audit activity communicated any significant control issues noted in advisory engagements.

Using the sample of completed projects, review the workpapers and determine whether:

1. The report includes the engagement's objectives, scope, and results.
1. The final communication of engagement results contained applicable conclusions, as well as applicable recommendations and/or action plans. Where appropriate, the internal auditor's overall opinion should be provided and must take into account the expectations of senior management, the board, and other stakeholders and must be supported by sufficient, reliable, relevant, and useful information.
1. The communication acknowledges satisfactory performance, where appropriate.
1. Communications to parties outside the organization contain limitations on distribution and use of results.
1. The communication appears to be accurate, objective, clear, concise, constructive, complete, and timely.
1. If a final communication contains a significant error or omission, the chief internal auditor communicated corrected information to all parties who received the original communication.
1. Engagement reports included "Conducted in Conformance with the International Standards for the Professional Practice of Internal Auditing" only when the results of the quality assurance and improvement program support the statement.
1. The Chief communicated the results of the engagement to the appropriate parties.

When noncompliance with the Standards impacts a specific engagement, communication of the results disclose the following:

1. The principle or rule of conduct of the Code of Ethics, Standards or FCIAA with which full conformance was not achieved.
1. The reasons for nonconformance.
1. The impact of nonconformance on the engagement and the communicated engagement results.

If not otherwise mandated by legal or other requirements, prior to releasing results to outside parties, determine whether the Chief:

1. Assessed the potential risk to the organization.
1. Consulted with senior management and/or legal counsel, as appropriate.
1. Controlled dissemination by restricting use of the results.

When an overall opinion is issued, the communication included:

1. The scope, including the time period to which the opinion pertains;
1. Scope limitations;
1. Consideration of all related projects including the reliance on other assurance providers;
1. A summary of the information that supports the opinion;
1. The risk or control framework or other criteria used as a basis for the overall opinion;
1. The overall opinion, judgement, or conclusion reached. In instances in which the overall opinion is unfavorable, the reason for the opinion must be stated.

The chief internal auditor has discussed levels of risk that the chief deems unacceptable with senior management and if not resolved, with the board, if applicable, for resolution.

	
	
	
	
	
	
	
	

	Principle 12
	Enhance Quality
The chief audit executive is responsible for the internal audit function’s conformance with the Global Internal Audit Standards and continuous performance improvement.
	
	GC
	PC
	DNC
	NA
	
	
	

	12.1
	Internal Quality Assessment 
The chief audit executive must develop and conduct internal assessments of the internal 
audit function’s conformance with the Global Internal Audit Standards and progress toward 
performance objectives.

The chief audit executive must establish a methodology for internal assessments, as described in Standard 8.3 Quality, that includes: 
· Ongoing monitoring of the internal audit function’s conformance with the Standards and progress toward performance objectives.
· Periodic self-assessments or assessments by other persons within the organization with sufficient knowledge of internal audit practices to evaluate conformance with the Standards.
· Communication with the board and senior management about the results of internal assessments.

Based on the results of periodic self-assessments, the chief audit executive must develop action plans to address instances of nonconformance with the Standards and opportunities for improvement, including a proposed timeline for actions. The chief audit executive must communicate the results of periodic self-assessments and action plans to the board and senior management.

Examples of Evidence of Conformance:
· Evidence of supervisory review of workpapers (workpaper supervisory sign off, checklists).
· Evidence of Surveys/Feedback from internal audit stakeholders.
· Documentation of completion of periodic internal assessments.
· Evidence of presentation of the results of internal assessments to the Board (if applicable) and/or management.
· Documented corrective action plans to address any instances of nonconformance identified from the performance of internal assessments.
	
	GC
	PC
	DNC
	NA
	
	
	

	12.2
	Performance Measurement
The chief audit executive must develop objectives to evaluate the internal audit function’s performance. The chief audit executive must consider the input and expectations of the board and senior management when developing the performance objectives. 

The chief audit executive must develop a performance measurement methodology to assess progress toward achieving the function’s objectives and to promote the continuous improvement of the internal audit function. 

When assessing the internal audit function’s performance, the chief audit executive must solicit feedback from the board and senior management as appropriate.

The chief audit executive must develop an action plan to address issues and opportunities 
for improvement.

Examples of Evidence of Conformance:
· Evidence of established performance objectives (i.e. Internal Audit Charter, Internal Assessment Methodology).
· Corrective Action Plans for any identified issues and opportunities to achieve performance objectives.
	
	GC
	PC
	DNC
	NA
	
	
	

	12.3
	Oversee and Improve Engagement Performance
The chief audit executive must establish and implement methodologies for engagement 
supervision, quality assurance, and the development of competencies.
· The chief audit executive or an engagement supervisor must provide internal auditors with guidance throughout the engagement, verify work programs are complete, and confirm engagement workpapers adequately support findings, conclusions, and recommendations.
· To assure quality, the chief audit executive must verify whether engagements are performed in conformance with the Standards and the internal audit function’s methodologies.
· To develop competencies, the chief audit executive must provide internal auditors with feedback about their performance and opportunities for improvement. 

The extent of supervision required depends on the maturity of the internal audit function, the 
proficiency and experience of internal auditors, and the complexity of engagements. 

The chief audit executive is responsible for supervising engagements, whether the engagement work is performed by the internal audit staff or by other service providers. Supervisory responsibilities may be delegated to appropriate and qualified individuals, but the chief audit executive retains ultimate responsibility.

The chief audit executive must ensure that evidence of supervision is documented and retained, according to the internal audit function’s established methodologies.

Examples of Evidence of Conformance:
· Engagement workpapers and evidence of supervisor review of engagement workpapers.
· Checklists supporting workpaper reviews.
· Interview/survey results of engagement experience.
· Documentation supporting communication between supervisor and staff auditors regarding audit engagements (i.e. evidence of staff meetings with supervisor, e-mail communications, audit workpaper review notes).
	
	
	
	
	
	
	
	





DOMAIN V. PERFORMING INTERNAL AUDIT SERVICES
	Standard
	Test Procedure
	Workpaper Reference
	Conclusion
(Conform or Explain)
	Date and Initials
	Explanation / Disposition
(required if PC, DNC, or N/A)

	
	
	
	
	CIA
	IV/ER
	

	
Domain V

	Performing Internal Audit Services
Performing internal audit services requires internal auditors to effectively plan engagements, conduct the engagement work to develop findings and conclusions, collaborate with management to identify recommendations and/or action plans that address the findings, and communicate with management and 
the employees responsible for the activity under review throughout the engagement and after it closes.
	
	GC
	PC
	DNC
	NA
	
	
	

	Principle 13
	Plan Engagements Effectively
Internal auditors plan each engagement using a systematic, disciplined approach.
	
	GC
	PC
	DNC
	NA
	
	
	

	13.1
	Engagement Communication
Internal auditors must communicate effectively throughout the engagement. (See also 
Principle 11 Communicate Effectively and its related standards and Standard 15.1 Final 
Engagement Communication.)

Internal auditors must communicate the objectives, scope, and timing of the engagement with management. Subsequent changes must be communicated with management timely. (See also Standard 13.3 Engagement Objectives and Scope.)

At the end of an engagement, if internal auditors and management do not agree on the 
engagement results, internal auditors must discuss and try to reach a mutual understanding of the issue with the management of the activity under review. If a mutual understanding cannot be reached, internal auditors must not be obligated to change any portion of the engagement results unless there is a valid reason to do so. Internal auditors must follow an established methodology to allow both parties to express their positions regarding the content of the final engagement communication and the reasons for any differences of opinion regarding the engagement results. (See also Standards 9.3 Methodologies and 14.4 Recommendations and Action Plans.)

Examples of Evidence of Conformance:
· Review a sample of final reports to ensure they contain the scope and timing of the audit.
· Review a sample of final reports to verify management had the opportunity to provide feedback and a response to any findings.

	
	GC
	PC
	DNC
	NA
	
	
	

	13.2
	Engagement Risk Assessment
Internal auditors must develop an understanding of the activity under review to assess the relevant risks. For advisory services, a formal, documented risk assessment may not be necessary, depending on the agreement with relevant stakeholders.

To develop an adequate understanding, internal auditors must identify and gather reliable, 
relevant, and sufficient information regarding: 
· The organization’s strategies, objectives, and risks relevant to the activity under review.
· The organization’s risk tolerance, if established.
· The risk assessment supporting the internal audit plan.
· The governance, risk management, and control processes of the activity under review.
· Applicable frameworks, guidance, and other criteria that can be used to evaluate the effectiveness of those processes.

Internal auditors must review the gathered information to understand how processes are 
intended to operate. Internal auditors must identify the risks to review by:
· Identifying the potentially significant risks to the objectives of the activity under review.
· Considering specific risks related to fraud.
· Evaluating the significance of the risks and prioritizing them for review.

Internal auditors must identify the criteria that management uses to measure whether the 
activity is achieving its objectives.

When internal auditors have identified the relevant risks for an activity under review in past engagements, only a review and update of the previous engagement risk assessment is required.

Examples of Evidence of Conformance:
· Verify a Two-Year Audit Plan was based on a risk assessment of the Agency.
· Review a sample of audits to ensure a preliminary assessment was completed to identify key criteria and risks.
	
	GC
	PC
	DNC
	NA
	
	
	

	13.3
	Engagement Objectives and Scope
Internal auditors must establish and document the objectives and scope for each engagement.
The engagement objectives must articulate the purpose of the engagement and describe the 
specific goals to be achieved, including those mandated by laws and/or regulations.

The scope must establish the engagement’s focus and boundaries by specifying the activities, locations, processes, systems, components, time period to be covered in the engagement, and other elements to be reviewed, and be sufficient to achieve the engagement objectives.

Internal auditors must consider whether the engagement is intended to provide assurance or advisory services because stakeholder expectations and the requirements of the Standards differ depending on the type of engagement. 

Scope limitations must be discussed with management when identified, with a goal of achieving resolution. Scope limitations are assurance engagement conditions, such as resource constraints or restrictions on access to personnel, facilities, data, and information, that prevent internal auditors from performing the work as expected in the audit work program. (See also Standard 13.5 Engagement Resources.)

If a resolution cannot be achieved with management, the chief audit executive must elevate the scope limitation issue to the board according to an established methodology.

Internal auditors must have the flexibility to make changes to the engagement objectives and scope when audit work identifies the need to do so as the engagement progresses.

The chief audit executive must approve the engagement objectives and scope and any changes that occur during the engagement.

Examples of Evidence of Conformance:
· Review a sample of audits to verify engagement objectives were documented.
· Review a sample of audits to verify the preliminary assessment was performed to identify significant risks, applicable laws and regulations, and any other specific criteria was documented.
	
	GC
	PC
	DNC
	NA
	
	
	

	13.4
	Evaluation Criteria
Internal auditors must identify the most relevant criteria to be used to evaluate the aspects of the activity under review defined in the engagement objectives and scope. For advisory services, the identification of evaluation criteria may not be necessary, depending on the agreement with relevant stakeholders.

Internal auditors must assess the extent to which the board and senior management have 
established adequate criteria to determine whether the activity under review has accomplished its objectives and goals. If such criteria are adequate, internal auditors must use them for the evaluation. If the criteria are inadequate, internal auditors must identify appropriate criteria through discussion with the board and/or senior management.

Examples of Evidence of Conformance:
· Examples could include the inclusion of policies and procedures specific to the auditable unit in the engagement workpapers.
· Review a sample of audit programs to determine any evaluation criteria determined by management was included in the audit procedures.
	
	GC
	PC
	DNC
	NA
	
	
	

	13.5
	Engagement Resources
Internal auditors must identify the types and quantity of resources necessary to achieve engagement objectives. Internal auditors should consider:
· The nature and complexity of the engagement.
· The time frame in which the engagement should be completed.
· Whether the available financial, human, and technological resources are appropriate and sufficient to achieve engagement objectives.

If resources available are inappropriate or insufficient, internal auditors must discuss concerns with the chief audit executive.

Examples of Evidence of Conformance:
· Planning documentation analyzing the engagement’s resourcing needs.
· Analyzing contract agreements with external service providers.

	
	GC
	PC
	DNC
	NA
	
	
	

	13.6
	Work Program
Internal auditors must develop and document an engagement work program to achieve the 
engagement objectives.

The engagement work program must be based on the information obtained during engagement 
planning, including, when applicable, the results of the engagement risk assessment.

The engagement work program must identify:
· Criteria to be used to evaluate each objective.
· Tasks to achieve the engagement objectives.
· Methodologies, including the analytical procedures to be used, and tools to perform the tasks.
· Internal auditors assigned to perform each task.
The chief audit executive must review and approve the engagement work program before it is implemented and promptly when any subsequent changes are made.

Examples of Evidence of Conformance:
· Review a sample of audit work programs to verify it was based on the preliminary assessment performed.
· Review a sample of audit work programs for evidence of approval prior to the commencement of substantive audit procedures.
· The work program included procedures for identifying, analyzing, evaluating, and documenting information during the engagement.
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	Principle 14
	Conduct Engagement Work
Internal auditors implement the engagement work program to achieve the engagement objectives.
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	14.1
	Gathering Information for Analyses and Evaluation
To perform analyses and evaluations, internal auditors must gather information that is:
· Relevant – consistent with engagement objectives, within the scope of the engagement, and contributes to the development of engagement results.
· Reliable – factual and current. Internal auditors use professional skepticism to evaluate whether information is reliable. Reliability is strengthened when the information is:
· Obtained directly by an internal auditor or from an independent source.
· Corroborated.
· Gathered from a system with effective governance, risk management, and control processes.
· Sufficient – when it enables internal auditors to perform analyses and complete evaluations and can enable a prudent, informed, and competent person to repeat the engagement work program and reach the same conclusions as the internal auditor.

Internal auditors must evaluate whether the information is relevant and reliable and whether it is sufficient such that analyses provide a reasonable basis upon which to formulate potential engagement findings and conclusions. (See also Standard 14.2 Analyses and Potential Engagement Findings.)

Internal auditors must determine whether to gather additional information for analyses and 
evaluation when evidence is not relevant, reliable, or sufficient to support engagement findings. If relevant evidence cannot be obtained, internal auditors must determine whether to identify that as a finding.

Examples of Evidence of Conformance:
· Engagement work program including procedures for gathering data needed to meet engagement objectives.
· Evidence within workpapers contain a description, source, date obtained and period to which it pertains.
· Workpapers include explanations of how the auditor determined the information was sufficient to meet the objectives.
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	14.2
	Analyses and Potential Engagement Findings
Internal auditors must analyze relevant, reliable, and sufficient information to develop potential engagement findings. For advisory services, gathering evidence to develop findings may not be necessary, depending on the agreement with relevant stakeholders.

Internal auditors must analyze information to determine whether there is a difference between the evaluation criteria and the existing state of the activity under review, known as the “condition.” (See also Standard 13.4 Evaluation Criteria.) 

Internal auditors must determine the condition by using information and evidence gathered 
during the engagement. 

A difference between the criteria and the condition indicates a potential engagement finding that must be noted and further evaluated. If initial analyses do not provide sufficient evidence to support a potential engagement finding, internal auditors must exercise due professional care to determine whether additional analyses are required.

If additional analyses are required, the work program must be adjusted accordingly and approved by the chief audit executive. 

If internal auditors determine that no additional analyses are required and there is no difference 
between the criteria and the condition, the internal auditors must provide assurance in the 
engagement conclusion regarding the effectiveness of the activity’s governance, risk management, and control processes.

Examples of Evidence of Conformance:
· Workpapers document analyses performed, test populations, sampling processes, and sampling methods.
· Workpapers are crossed referenced to the audit program.
· Final communication/report is documented.
· Evidence of supervisory review of audit workpapers.
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	14.3
	Evaluation of Findings
Internal auditors must evaluate each potential engagement finding to determine its significance. When evaluating potential engagement findings, internal auditors must collaborate with management to identify the root causes when possible, determine the potential effects, and evaluate the significance of the issue. 

To determine the significance of the risk, internal auditors must consider the likelihood of the risk occurring and the impact the risk may have on the organization’s governance, risk management, or control processes.

If internal auditors determine that the organization is exposed to a significant risk, it must be documented and communicated as a finding.

Internal auditors must determine whether to report other risks as findings, based on the 
circumstances and established methodologies.

Internal auditors must prioritize each engagement finding based on its significance, using methodologies established by the chief audit executive.
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	14.4
	Recommendations and Action Plans
Internal auditors must determine whether to develop recommendations, request action plans from management, or collaborate with management to agree on actions to:
· Resolve the differences between the established criteria and the existing condition. 
· Mitigate identified risks to an acceptable level. 
· Address the root cause of the finding.
· Enhance or improve the activity under review. 

Examples of Evidence of Conformance:
· Criteria used to evaluate audit evidence and audit findings is documented in the workpapers.
· Findings included criteria, condition, root cause, effect, and findings are prioritized.
· Final communication/report is documented.

When developing recommendations, internal auditors must discuss the recommendations with the management of the activity under review.
 
If internal auditors and management disagree about the engagement recommendations and/
or action plans, internal auditors must follow an established methodology to allow both parties 
to express their positions and rationale and to determine a resolution. (See also Standard 9.3 
Methodologies.)

Examples of Evidence of Conformance:
· Documented findings include criteria, condition, root cause, effect, and recommendation.
· Workpapers document discussions with management regarding the findings and feasibility of recommendations/action plans.
· Final communication/report is documented.
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	14.5
	Engagement Conclusions
Internal auditors must develop an engagement conclusion that summarizes the engagement 
results relative to the engagement objectives and management’s objectives. The engagement 
conclusion must summarize the internal auditors’ professional judgment about the overall significance of the aggregated engagement findings. 

Assurance engagement conclusions must include the internal auditors’ judgment regarding the effectiveness of the governance, risk management, and/or control processes of the activity under review, including an acknowledgment of when processes are effective.

Examples of Evidence of Conformance:
· Workpaper documenting the bases for the overall engagement conclusion.
· Conclusion statement is included in the final communication/report.
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	14.6
	Engagement Documentation
Internal auditors must document information and evidence to support the engagement results. 

The analyses, evaluations, and supporting information relevant to an engagement must be 
documented such that an informed, prudent internal auditor, or similarly informed and 
competent person, could repeat the work and derive the same engagement results. 

Internal auditors and the engagement supervisor must review the engagement documentation for accuracy, relevance, and completeness. The chief audit executive must review and approve the engagement documentation. Internal auditors must retain engagement documentation according to relevant laws and/or regulations as well as policies and procedures of the internal 
audit function and the organization.

Examples of Evidence of Conformance:
· Workpapers documenting the work performed in accordance with established methodology.
· Results of internal quality assessment reviews validating conformance with workpaper and supervision policies.
· 
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	Principle 15
	Communicate Engagement Results and 
Monitor Action Plans
Internal auditors communicate the engagement results to the appropriate parties and monitor 
management’s progress toward the implementation of recommendations or action plans.
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	15.1
	Final Engagement Communication 
For each engagement, internal auditors must develop a final communication that includes the engagement’s objectives, scope, recommendations and/or action plans, if applicable, and conclusions.

The final communication for assurance engagements also must include: 
· The findings and their significance and prioritization. 
· An explanation of scope limitations, if any. 

The final communication must specify the individuals responsible for addressing the findings and the planned date by which the actions should be completed. 

When internal auditors become aware that management has initiated or completed actions to address a finding before the final communication, the actions must be acknowledged in the communication. 

The final communication must be accurate, objective, clear, concise, constructive, complete, and timely, as described in Standard 11.2 Effective Communication. 

Internal auditors must ensure the final communication is reviewed and approved by the chief audit executive before it is issued. 
The chief audit executive must disseminate the final communication to parties who can ensure 
that the results are given due consideration. (See also Standard 11.3 Communicating Results.) 

If the engagement is not conducted in conformance with the Standards, the final engagement communication must disclose the following details about the nonconformance: 
· Standard(s) with which conformance was not achieved. 
· Reason(s) for nonconformance. 
· Impact of nonconformance on the engagement findings and conclusions.

Examples of Evidence of Conformance:
· Written final communications.
· Slides and/or meeting notes of presentations when final communication is oral.
· Documentation indicating that the final communication was reviewed and approved.
· Exit meeting documentation/minutes.
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	15.2
	Confirming the Implementation of 
Recommendations or Action Plans
Internal auditors must confirm that management has implemented internal auditors’ recommendations or management’s action plans following an established methodology, which includes: 
· Inquiring about progress on the implementation. 
· Performing follow-up assessments using a risk-based approach. 
· Updating the status of management’s actions in a tracking system.

Examples of Evidence of Conformance:
· Internal Audit Annual Report prepared and remitted to chief executive officer by September 30 of each year (30 ILCS 10/2003(a)(1)).
· A routinely updated tracking system (for example, a spreadsheet, database, or other tool) that contains the finding, associated corrective action plan, status, and internal audit’s confirmation.
· Corrective action status reports prepared for the board and senior management.
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